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New multisig wallet

• Multisig transactions
• Multiple parties have to agree on a transaction before execution.

• Cold storage
• Keeping keys offline, signing transactions offline.



Why?

• Ethereum Foundation Multisig Wallet
• Battle tested: > 1M ETH (>10M USD)

• No multisig for non ETH transactions

• Token market cap will soon pass ETH (USD token, App-token, …)

• Ether as a token (EIP 101)



Security bad practice



Security

• Multiple security audits
• ConsenSys internal by Joseph Chow

• Initiated by EF, conducted by Martin Holst Swende

• Bug bounties
• Gnosis bug bounty

• Weifund bug bounty

• A previous version was used by Golem



User interface

Security can be ensured only if a user is aware of 
the result of his own interactions.

• Bytecode is not human readable

• 460+ transactions to 0x0 address with $70,000 worth of ETH

• Investments sent to token contract instead of sale contract (SDTV)

• No comprehensive UI for multisig transactions available until today



DEMO



Future work/Work in progress

• Integration of Ledger- & Trezor wallet & uPort

• Automation of ABI loading

• Alerts: Get email notification when new transaction was 
submitted/confirmed/executed

• Separation of account management from Ethereum node



https://github.com/ConsenSys/MultiSigWallet



https://wallet.gnosis.pm

GET YOUR MONEY OFF CENTRALIZED EXCHANGES!


